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G ma |l Deputy Secretary <dsmpi01uppcl@gmail.com>

Chief Information Security Officers (CISO) deep dive training under CYBER
SURAKSHIT BHARAT scheduled from 19th December, 2022

1 message

NeGD Capacity Building Team <negdcb@digitalindia.gov.in> Mon, Dec 5 2022 at 5:
To: Kanika Gambhir <adetsa-dot@gov.in>, GANESH BAKADE <g.bakade@pnic.in>, dsmpi0 uppcl@g! ail.com,
buchipurik@gmail.com, aesldc2021@gmail.com, se sopsc <se.sopsc@gmail.com>, Imran mansuri
<Imran.mansuri@ugvcl.com>, RAKESH RANJAN <rakesh.ranjan@dvc.gov.in>, manowar ismail
<manowar.ismail@dvc.gov.i>, SIDDHARTH SHIVAM <siddharth.shivam@dvc.gov.in>, GAURAV ARYA
<gaurav.arya@dvc.gov.in>, ARUNDHUTI MUKHERJEE <arundhuti.mukherjee@dvc.gov.in>, Atul Mathari Gotsurve
<jsegit@mea.gov.in>, Pravesh Kumar <pravesh.kumar82@gov.in>, Anjali Maurya <mauryaanjali.iss4Z@mospi.gov.in>,
Pratibha Rahi <pratibha.rahi@nic.in>, Chandra Singh <singh.chandra@gov.in>

Cc: SATYA MEENA <satya. meena@digitalindia.gov.in>, Puneet Kaur <kaur.puneet@digitalindia.gov.in>, Mohit Kumar
<mohit.kumar91@gov.in>, Lalita Tamang <lalita.tamang@gov.in>, gaffar k <gaffar.k@ideck.in>, hr@avni.co.in,
sanjaiwakhaloo@ord.gov.i, R SAHADEVAN <rsahadevan1@ord.gov.in>, mtrg fci <mtrg.fci@gov.in>,
penmetsav@hbchs.tmc.gov.in, arvindkrgupta@bhel.in, Anand <anand.51@gov.in>-

fS?Q FosTg, Felo @ 1 /MoHiokio/20 22
Dear Sir/Madam, TR E‘«ss{',“(.ge 3 98,
B9 G b Tareervererrenriiiecererinaeas g

This email is to apprise you that the mext (physical) CISO Deep Dive Training Programme is
scheduled from 19th-23rd December 2022. Please note that this programme is only for new participants
who have not attended the programme in the past. A nomination letter from the department is a must. It
is requested you to kindly share this information with CISOs/Deputy CISOs in yow respective
organizations.

The programme objectives, target audience, course overview, and nomination process a;e mentioned in
the attached brochure. We look forward to receiving nominations from your esteemed organizations at
the earliest. Registration Link - www.tmis.negd.in

Kindly feel free to ask for any further details/queries in this regard at negdcb@digitalindia.gov.in

Best regards,

NeGD Capacity Building Team,

National e-Governance Division,

Ministry of Electronics and Information Technology,
Electronics Niketan, 6, CGO Complex,

Lodhi Road, New Delhi - 110003

Wpofus uotiwys)

Azadiy,
Amrit Mahotsav I S—
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I'nterg’sg‘e ndidates may apply online through www.tmis.negd.in portal. Only online nominations will be entertained.
The confirmation of participation and details of venue/ change in date, if any, will only be communicated to the
registered email ID. Piease ensure online registration using official and active email ID.

Those who have already attended the previous training programmes shall not be nominated.

Cut off date for nominations: 10 days before the commencement of the respective progr imme.

STEPS TO FOLLOW:

o To register for the programme please create your login on TMIS portal (preferably, using official email ID).

e Complete your profile once your login is created.

* Register for specific programme by clicking on the link.

* Considering the limited batchsize, please note that only short listed applications will be communicated with
confirmation of their participation in the programme. Those who do not get the confirmation mail and invitation to
attend the programme, may reapply for the next respective programme.

Program # -
1

2

SeTe ®
- - *
pu ¢ e * o & -
iy *.
d ."10 toe ):ld
ROk TENTATIVE TRAINING RO
S CALENDAR e T
-3
’e
DATES Location - ATUCT!
19th — 23rd December 2022 Chandigarh
16th — 20th January 2023 Delhi/ NCR
20th — 24th February 2023 West Bengal
10th — 14th April 2023 Andhra Pradesh
8th — 12th May 2023 _ Delhi/NCR
12th — 16th June 2023 Maharashtra
10th — 14th July 2023 Madhya Pradesh
21st — 25th August 2023 Delhi/NCR

*All dates are tentative and subject to change depending upon the
availability of venue, speakers etc.
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BACK GROUND =2

Digital India is a key initiative for the country. In light of the recent attacks, there is increased focus on ~yber safety. Recognizing
the need to strengthen the cyber security ecosystem in India, and in alignment with the Honourable Prime Minister's vision for a
‘Digital India', the Ministry of Electronics and Information Technology (MeitY), launched the Cyber Surakshit Bharat initiative in
association with National e-Governance Division (NeGD) and industry partners.

GHIEF INFORMATION SECURITY OFFICERS (CISOs) DEEP DIVE TRAINING - 212+

The purpose of the programme is to spread awareness, build capacity as well as enable government departments on steps
that need to be taken to create a cyber resilient IT set up.

TARGET AUDIENCES, 2=+

- wan

Officers of following profile from Central and State/lUT Governments and subordinate agencies/PSUs, including pubtic
sector banks and insurance companies, technical wings of police and security forces:

1. Designated Chief Information Security Officers (CISOs)

2. CTOs and member of technical/PMU teams, officers responsible to observe security of the IT systems in their
respective organizations

LR B e
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CYBER SURAKSHIT amn

BHARAT T

The objective of the programme is to educate & enable the Chief information Security Officers (CISO) & broader IT community
to address the challenges of cyber security:

+ Create awareness on the emerging landscape of cyber threats.

Provide in-depth understanding on key activities, new initiatives, challenges and related solutions.

Applicable frameworks, guidelines & Vpol'icies related to the subject.

» Share best practices to learn from successes & failures.

Provide key inputs to take informed décision on cyber security related issues in thei respective functional areas.

GUASE OVERVIEW aua

The 5 days regional training programme will cover the following areas in detail;

IT act and related legislation

Authentication Protocols
Social media management
o | ‘Creating security Baselines (Network Protocol Vuinerabiiies)
Data Ctassiﬁcaﬂon and leveling Data Protection -
Vulneratfﬂlﬁy‘Assessment & Penetrauon Testing (VAPT) Log management, tracing, tracking andanalysis
Cyber Forensic and Cyber Resiliehce.
5 'Cbéjq_}fgftua_ﬂzatiod and Virtualization Security
e-Sogn Archrtecu.ueﬂ Flow and Usecase Secunty at Hosting Infrastructure - Cloud
Load Balancing and Secure Network Architecting | Incident Handing Mechanism and Response System
BOP/DR, Methiods 1o contain attacks and ensure high availabilit Emerging technology - Opportunities and Threats
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