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Dr. Rajendra Kumar, I.A.S. 
Ph.D. (MIT, U.S.A.) 

AdditiOnal Secretary 
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*or/ Fax. : +9141-24364720 
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,)ateisc- I Web.: www.metty.gorin 

Dated 	2-8th-Gepteniblier 2021 

/ Dear Sir/Madam, 

With the growing penetration of internet and digitalization, ensuring cyber 
security has _ become critical. The Ministry of Electronics and Information 
Technology launched the Cyber Surakshit Bharat Programme .on 19th January 

I. r (3,;i 
 18' and has been  organising Deep Dive Training Programmes- to orient the 

\s i..< 	-, 10.E5ogent officers. responsible towar s secure o t e .IT systems, familiarising 
-,:ic.:zAhem with the emerging challenges of cyber secure y and providing themi h key 

C501,10 ';:INTinPUtS to take informed decision on Cyber security related frameworks, policies, 
technologies and issues. 

2. 'The training is: meant for designated  Chief Information Security Officers, CTOs 
and members of Technical /PMU •  teams from central and state Government 
ivfinistries/Departments- and their subordinate offices, and PSU banks and, 
insurance companies. Twenty two batches of, training have already been 
conducted. We are' planning to start the next batch of training from 25th October 
2021. Due to COVID-19 pandemic, the training will be conducted in online mode: 
The brochure of the programme is attached herewith. 

3. It is, therefore,- requested. that suitable 	officers 

LL '4-'1\1> 	deep dive training programmes. The nominated officers may_pleasetieins/ructed 

UPPCL 	to register at www.tmis.negd.in. For, any 	clarification or information, 
61.-h..5  kindly 	write 	to 	us 

v`I't)( 	
aoa_  p rul.singh9@digitalindia.gov. in 
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at 	negdcbpmu@digitalindia.gov.in 	or 

and ask@meity.gov.in. 
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CVt(EF SECRETIWY GoUP 

CYBER SURAKSHIT BHARAT : DEEP DIVE TRAINING PROGRAMME 

From : NeGD Capacity Building Team <negdcbpmu@digitalindia.gov.in > 

Subject : CYBER SURAKSHIT BHARAT : DEEP DIVE TRAINING PROGRAMME 

To Dr. Sameer Sharma, IAS <cs@ap.gov.in>, Naresh Kumar <cs-arunachal@nic.in>, lishnu 
Barua IAS <cs-assam@nic.in>, Chief Secretary Bihar <cs-bihar@nic.in>, Chief Secretary 
Office <csoffice.cg@gov.in>, chiefsecretary@gujarat.gov.in, Chief Secretary <cs-
goa@nic.in>, hp@nic.in, csjharkhand@nlc.in, cs@karnataka.gov.in, Dr.V.P.Joy LAS 
<chiefsecy@kerala.gov.in>, lqbal Singh Bains <cs@mp.nic.in>, csmadhyapradesh@nic.in, 
csArnakara,shtra.gov,in, cs-anipur@nic.int. cso-meg. <cso-meg@nic.in >, cs miz 
<cs_miz@rediffmail.cpm>;:cs-mizoram <cs-mizoramik. nic.in>, Mr JAN ALAM 
<csngl@nic.in>, "csori@nic.in>, cs"@punjabmail.gov.in, csrajasthan@nic.in, 
csskrn@hub.nic.in, csuttaranchal@nic.in, chiefsecyuk@gmail.com, cs@tn.gov.in, CS•
Telangana <cs@telangana.gov.in>, cs-tripura <cs-tripura@nic.in>, CHIEF SECRETARY GoUP 
<csup@nic.in>, Chiefsec@wb.gov.in, Shri Naresh Kumar <csdelhi@nic.ln>, Praful Patel <lk-
admin@nic.in>, adminIstratordd@gov.in,scsandaman@nic.in, cm-skm <cm-skm@nic.in>, 
Administrator DNH DD <administrator-dd-dnh@nic.in >, Chief Secretary Andamans <cs-
andaman@nic.in>, Shri Sukhdev Singh <cs-jharkhand@nic.in>, cs-manipur <cs-
manipur@nic.in>, csraj@rajasthan.gov.in, chief secretary <cs-uttaranchal@nic.in>, Shri H K 
Dwivedi <cs-westbengal@nic.in> 

Cc : Alok Kumar Goel <alok.goel@digitalindia.govin>, Dipak Singh <dipak.singh@meity.gov.in> 

Wed, Apr 27, 2022 02:48 PM 

2 attachments 

Respected Sir/Madam, 

I am directed to forward this Ministry's DO letter No. 20(7)12017-CLeS dated 28th September 2021 along with the Brochure for the 
CISO training programme for kind perusal and seeking nominations for the upcoming programmes, please. 

With bastiregards, 
Parul Singh 
NeGD CB Team 

parul.singhg@digitalindia,,gov.in 
' • ,22 , 2  

NeGD Capacity Building*Team, 
National e-Governance Division, 
Ministry of Electronics and Information Technology. 
Electronics Niketan. 6, CGO Complex, 
Lodhi Road. New Delhi - 110003 

CISO_Training_Brochure.pdf 
701 KB 

— All CS of States n UTs 280921.pdf 
88 KB 
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Digital India is a key initiative for the country. In light of  the recent attacks, there is increased focus on cyber safety. Recognizir 
the need to strengthen the cyber security ecosystem In India, and in alignment with the Honourable Prime Minister's vision for 
'Digital India', the Ministry of Electronics and Information Technology (MeitY), launched the Cyber Surakshit Bharat initiative 
association with National e-Governance Division (NeGD) and industry partners. 

CHIEF VORMATION SECURITY OFFICERS 0ISps) DEEP DIVE. TRAINING: 

The purpose of the program is to spread awareness, build capacity as well as enable government departments on steps thi 
need to be taken to create a Cyber Resilient IT set up. 

TARGET AOQl*1 GEES 
I la 
:n 

* 

Officers of following profile from Central and State/UT Gcvernments and subordinate agencles/PSUs, including public sect( 
Banks and Insurance companies, technical wings of police and security forces: 

1. Designated Chief Information Security Officers (C1S0s), 

2. CTOs and Member of Technical /PMU teams, Officers responsible to observe security of the IT systems in their respective 
organizations 
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The objective of the programme is to educate & enable the Chief Information Security OfficerS (CISO) & broader IT community 
to address the challenges of cyber 'Security. 

• Create awareness on the emerging landscape of cyber threats 

• Providein-depth understanding on key activities, new initiatives, challenges and related solutions 

• Applicable frameworks, guidelines & policies related to the subject 

• Share best practices tc learn from success & failures 

• Provide key inputs to take informed decision on Cyber Security related issues in their respective functional area 
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The 5 days residential regional training programme which was Supposed to be conducted physically in 5-6 major cities across 
country will now be conducted online in view of pandemic and it will be for 6 days duration. The*following areasere covered in 
detail, from the prattitioner perspective, by experts from Government and leading industries in the area. 

Daricnet and darkweb 

6-DOS attaCk,. service:disruption 

APTs 

Common attack techniques.  ps Vulnerabilities) 

Data Classification and leveling 

VAFT 

Active testing, Black hatiesting 

Cryptography and PKI, Digital Signature 

e-Sign Nchitecture. Flow and Usecase 

Load Balancing and Secure Network .Architecting 

ECP'DP. Methods to coritair t cks and ensure high availability 

IT act and related legislation 

Authentication. Protocols 

Social media management 

Creating security baselines (Network Protocol Vulnerabilities) 

Data Protection 

LOijniaciabertiant,.ti'acing,'Iratking iind.analysis 

. :Cyber.  Forensic arid ,Cyber Resilience 

Cloud Virtualization and Vidualization Security 

Security, at Hosting Infrastructure - Cloud 

Incident Handling Mechanism and Response System 

Emerging technology - Opportunities and Threats 
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Interested candidates may apply online through www.tmis.negd.in  portal . Only online nominations will be entertained. 1 
confirmation of participation and details of venue/ change in date, if any, will only be communicated to the registered email 
Please ensure online registeration using official and active email ID. 

Those wtro have already attended the previous training programmes shall not be nominated. 

CUT OFF DATE FOR CONFIRMATION OF NOMINATIONS: One week prior to the date of programme. For example, the 
off date for programme scheduled on 18 Nov will be, 08 Nov 2019, Friday of prior week. 

STEPS TO FOLLOW: 

• To register for the programme please create youi: login on TMIS portal (preferably, using official email ID). 

• Complete your profile once your login is created. 

• Register for specific programme by clicking on the link. 

• Considering the limited batch size, please notethat only short listed applications will be communicated with confirmation 
their participation in the programme. Those who do not get the confirmation mail & invitation to attend the programme, m 
reapply for the next respective programme. 

22N0  TO.27Th NOVEMBER 2021 50 

137" — 18T" DECEMBER 2021 

17TH — 22N0  JANUARY 2022 

50 

50 

28T" FEBRUARY — 5TH MARCH 2022 50 

4TH — 9TH APRIL 2022 50 

91" — 14TH MAY 2022 50 

6TH  — 11TH JUNE 2022 	....--- 50 

27 	JUNE — 2"D JULY 2022 V/"-.4  50 
...._ 

25T" — 30TH JULY 2022 
i 

%../4  50 

22N° — 27TH AUGUST 2022 ....-^ 50 

19Th — 2478  SEPTEMBER 2022 / 50 

Please note that the training timing is from 10 am to 5 pm with sufficient breaks 
to avoid eyestrain; and nominated officers are expected to attend '  he training for full duration. 
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INDUSTRY PARTNERS 

KNOWLEDGE PARTNERS 

DESIGNED & ORGANISED BY 

   

   

National e-Govf.rnanct: Division 
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