IR FoY e} HRUNYM forfics
(Sos0 ERBR BT SUHH)

U.P. POWER CORPORATION LIMITED

(Govt. of Uttar Pradesh Undertaking)
it e, 14 AF AN, TGS

CIN : U32201UP19995GC024928

 AI-35-090 W00 TG W01/ rfer / 2022—11(06)5H0-2000, MLF

National Power Training Institute, Faridabad, Haryana gRT "HIgsR ey fasa w
SR T TaE (RAG 10012022 T 14.01.2022) P A A 4R A U@ AR DI A A
tow o (Rread RmT NPTI gm1 a1 & aft @1 o) gRwewr &g vacgrr Frfefd sftraiRal
@l i fear o & o~

fdts o7 012022

modo | R &1 AW | W 4 [ sAP aEodlo
ama o] 7
1 ) T FAR(CISO) ey s (@Eodio) 11007069
2 CIKG L et s (3E0cio) 11001357
3 | o frln R R ETE M (JEodio) 11003392
~ #ofdofoftolefo et
4 #1 39F Y= (CISO) ayefevr st (3MEocio) 11000264
5 | i afox Rig gfeTRY af @Rodle) | 13000017
6 | 4 fdw R B Fe e (@odle) 1100021
7| A el R B HE (1godlo) 11002080
Zofdofdafofeio | =
8 | A ¥ @A(CISO) e S (S120dlo) 11005373
# gy 7R g HEWS AP (FEollo) 1100433
Yofdofdofofero | e
10 | fEw mwicI1so) AR afrE (@Eodlo) 11000182
TR il sl ETE SO (Agodio) 11000183
12 | o R oR TEWG e (goeio) 11000185 |
SRR | 5P
13 | 4l 3% @R gl(CISO) | aftremeft P (@rgodio) 11000035 |
FoHoqlieto | B e
14| 0 e i e SfET (@godlo) 11001205
15 | o =R TR @ TR T (3Eodlo) 11002294
16 | i speadie s HEWG AT (31Eedio) 11000533
A7 | 30 T e fie e S (3godio) 11002247 |
18 | A w9 TR WERS AT (godio) | tiooast
19 [ % SReTHo ARl R (Igeclo) _ 11003464

wa TR 2 a1 PEiRd Yeb §0 39,000.00 (STMH EWR 1) (GST @18% Extra) U
gfewrft @ a¥ § A AROSIOSHOTR0 C/A No 10724879119, National Power Training Institute,
Faridabad. IFSC code-SBIN0003245, SBI, Sarai Khwaja, Faridabad, GST Number; 06 AACAN2698A1ZR

® Mg Q g ) 9 @ Wl TRERT W& 61 S 8 |
wad e 1 B qe WRG @ Sov0 TR BRUNYH oo @ a1 oy @i @ aee & g
g H g SR |
v feas

A2

 Ph-0522-221-8327/8423 Mall ID - dsmpi01uppcl@gmail.com



wer-35(i) 0w Yoo Td wlRo—01/wreif /2022, TEfRw |

gfdferd — 10 Jair SR, HEIRd, WY fg yRkem gfes, wikeEr, Rawn @ 39 13

%0—D.0 No. NPTI/Co/Trg/Cyber/2021/5789, Date 22-12-2021 & | ¥ qaref Ud
H9Ead HRIaTE B U |
ST 9,

(0 B
97 w9 (ST Howgo gd uidn)

HET-35(ii)-50%0 Jogo T§ wfn—01 /urdifer / 2022, a5 |
gfefer® et o e vd snaws s &g Ui —
1. 37ee, S0Y0 UTaR BIRURYA fifo, wifde waw, ohwe @ el wlg |

2
3.

o

© oo N o>»

e e, J090 TR FRURYA foro, wfdky waw, wees & ol afea |

ye#] e, aied /Heted / e / afteras, faofdofofeo, @R foem emuftt @

foto, TRV} / F@HS / ATRT /3RS / SEDI-BHHR |

e (IEeITor, Y00 TR BRUNEA foro, AR Wad, IS |

7@ s (smRovodioSiosrRod)), Sovouioaiofei, vifdd wae favar, eaes @l 99

feurelt ud 3 Ho—1641 / sIRov0d0SI08R0YI0—Y / 3g0dN0 faids 31122021 @ W H |

IR wfg (v / fgdig), Sowo uTaR BRURYM o0, Ifdd e, TR |

AEEHRT (H1g *J7er), Fovounodiofdio, ufed waw iR, o s |

feremt Jfer (@9), I aT AEEY; B S0Y0TI0H0fA0 F IEHEE W TS PR 2] |

v yfemifal 1 glER @ BT 9 SR @ Wi UT @ 9eAITd SEmE | T o 8 3
Fuifd Yo Sad ywav—2 H dftfd ugfa & oo amevvr /facwy 31 | SmaiforT e &1 wwwy
JUeTE] IR B FE N |

ST ¥,

/

(w0 o Rig)
9y wifg (Sowo Hogo vd wfd)

Ph-0522.221-8327/8423 Mail ID - dsmpi0iuppcl@gmail.com



o) ISR T TiQTETOT TicrsaTst

-- T National Power Training Institute

b An ISO 9001 : 2015 & 14001 : 2015 Organisation
s s _ (Ministry of Power, Govt. of India)

A
-

TR
e w SNE" 4

Dr. Tripta Thakur 11248

Director General
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D.O No. NPTI/Co /Trg /Cyber/2021/ 789
Dated: 22.12 2021

—_—

Sub  Training and Certification Program on Cyber Security —Reg

e | A8 Fwottc swono @ iiio-01 Mowofio/200)
Dear Shri Pankaj Kumar Ji, et wen.. 41.(6,). TW2).2000.....

-----------------------------------------

Ministry of Power has issued Cyber Security in Power Sect?rl éﬁdeiines 2021 on 7% October
2021. The guidelines on Cyber Security, in the form of Articles, requires mandatory
Compliance by all Responsible Entities. :

In this regard under Article 8, CEA has given mandate for Training and Certification of all
personnel engaged in O & M of IT and OT Systems to NPTI. These personnel have to
mandatorily undergo courses on Cyber Security of Power Sector immediately within 90 days
from notification of CEA Guidelines on Cyber security in Power Sector.

The Governing Board for PSO Training and Certification has approved 1 week class rogm
Basic Level program and 1 week laboratory program for the Power Sector Employees
roposed to be started from 10" January 2022,

You are requested to convey the nominations of 30-35 employees engaged inthe O & M
of IT and OT systems of your organization to participate in the above mentioned Training
Program.

Ce UT) The list may be forwarded to Shri Mukesh Kumar, Dy. Director, NPTI: email:
mukesh.npti@qov.in, Mobile.: 9810704004 at the earliest to make necessary arrangements.
The brochure for the 1 week on-line program is attached herewith.
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CYBER SECURITY IN POWER SECTOR

Cyber intrusion attempts and cyber- attacks in any critical sector are carried
out with a malicious intent. In the power sector it is either to compromise the
power supply system orrender the great operation insecure. Any such
compromise may result in operations of equipments, equipment damages or
even in a cascading grid blackout. The much hyped air gap myth between IT
and OT systems now stands shattered. The artificial air gap created by
developing firewalls between any IT and OT systems can be. jumped by any
insider or an outsider through social engineering. After gaining the entry inside
the system through privilege escalation, the control - of IT network and
operations of OT systems can be taken over even remotely by any cyber
advisory. The gain of sensitive operational data through such intrusions may
help the cyber attackers to design more sinister and advanced cyber attacks.

In order to reduce the risk, while robust risk-driven cyber security architecture,
policies, and procedures, and application of cyber risk mitigating technologies
are required, increasing public awareness, and development of human
resources trained in cyber security technology, as well as policy makers, law-
enforcement, judicial actors, are law makers are also equally necessary.

In particular, lots of «cyber risks are 'sector specific. Therefore, domain
knowledgé‘ comblned Wlth_ yber secunty educatlon and hands jon- trammg are




About National Power Tranung Instltute

National Power Training Instltute has been set up by the Government of India
under the Ministry of Power, to function as the National Apex Body for Human |
resources development of the Indian Power Sector. The corporate office of NPTL =
is located at NPTI Complex, Sector-33, Faridabad, Haryana NP’I‘I operates on

all India basis with 11 constituent Instltutes spread over the country. The

Institutes are at Faridabad, Badarpur, Nagpur Durgapur, Bangalore [PSTI and-; i

HLP C) Neyveli, Guwahati, Shlvapun Nangal and Alappuzha

NPTI has over 50 years of professmna] ‘expertise in the field of ’I‘rammg,_ :
Education and HRD in Power Sectors with industry specific Technical |
Interface. NPTI has been in the forefront of the Power Industry in developing

Hi-Tech Training facilities such as Multimedia Computer Based Training (CBT) |
Centres and the State-of-the-art Full scope and Distributed Digital Control| =

High — F1de11ty, High — Quality, Real — Time Training Simulators.

| OBJECTIVE OF THE TRAINING AND CER’I‘IFICATION PROGRAM:

Creatmg cyber security awareness
Creating a secure cyber ecosystem
Creating a cyber-assurance framework
Strengthening the regulatory framework

- management and response to securlty threats

 Securing remote operations and services ;
Protection and resilience of critical information 1nfrastructure
Reducing cyber supply chain risks
Encouraging use of open standards :
Promotion of research and development in cyber secunty :
Human resource development in the domain of Cyber Security
Developing effective public prwate partnershlps
Information sharing and cooperation ;
Operatlonahzatmn o‘f the Natmnal Cyber Securlty Pohcy

Creating mechanisms for security threat early warnmg, 1&:"1.111‘1"‘:1‘&1131111:31’f'EE =

Ly



i Ministry of Power, Govt.

Cburse Fee
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Handson | 1Week |  Datewillbe | 21,000

fee is applicable onk




BAQ' * LEVEL TRAINING AND CERTICICATION PROGRAM
ON CYBER SECUR TY (THEORY)

Introduction to

Cyber Security, Cyber Risks, Risk Assessment Models , Basic
Cyber hygiene, Cyber Security of IT vs. OT, Role of CERT-In,
Power Sector Sectorial CERTs, NCIIPC, IT Act 2000 with
amendments, Govt. Initiatives and Guidelines

| SCADA Secunty
Network Secunty

i : . ; __ber’I‘hreats

| Network Protocols.and_theu securlty'ss N 'TCP/IP LAN
Physmal Layer Security, Wifi Security
Intranet Security, Port Analysis, Mitigation Tech :ques

Firewall, Intrusion Detection and Intrusion Prevention,
Detecting Network based Attacks, Encryption, Hashing, Digital
Slgnature Router Security

Apphcatmn Security

Securlty Threats to Applications — Stand alone, Network based
applications, Web applications , Application Security Threats
and Problems, Application Security Threat Detection and
Mitigation, Vulnerability Assessment and Penetration Testing
CVAPT) OWASP Top 10 Vulnerabilities

Attacks Web

Apphcatlon Attack Detection : i
: SSL/TLS and Dlgmﬂ Cerhﬁcate___ ,__Captunnc Web trafﬁc Web




BASIC 'LEVEi. TRAINING AND' CERTIFICATION PROGRAM
ON CYBER SE URITY (THEORY)

Introductlon to various standards such as NIST Cyber Securlty
Framework/NERC-CIP/IS027001/18027002/IS0 27019 etc. ,
NESCOR guide to vulnerability assessment, Security assessment
strategy, RlSk Assessment

Day 5 Emerging ’I’echnologies

| e) .SOC (Secun'ty' Operatm ; _Cehter)

After Technologies for anomaly detection in, power system, Malware
Noon Detection , Artificial Intelligence and Machine Learning,
- Industrial IoT, Big Data, Blockchain etc.




LAB: Hands on Malware Analysis

Manual Tools to check malware, Use URL, IP address, Domains
& File Hashes and Use of Virus Total to check against malware,
Malware Analysw Tool Usage (Slgnature Yara Ru]es) :

Web Secunty
Command Injection Lab, SQL Injection Lab, Cross-site Scripting
Lab, Cross-site , Request Forgery Lab, Session Hijacking Lab,

: OWASP Top 10 vu]nerablhtles Lab

Network Labs

Arp Spoofing Lab, Packet Sniffing and Packet Analysis Lab, Man-
in-the-Middle Attack

Network reconnaissance, Wireshark overview & Hands on




BASIC LEVEL TRAIN:NG ANI CERTIFICATION PROGRAM
ON'CYBER SECURITY (HANDS-ON)

nt mn Detectlon Lab

Usmg Snort NIDS Using Zeek/Bro NIDS
Visualization of network traffic data
Vlsuallzatlon of secunty events usmg ELK

After Organization Level Security Policy — Requirements, Discussions
Noon and Formulation (Discussion Oriented Lab)

CONTACT DETAILS

DR. MANJU MAM *I SHRI SANJAY D PATIL |
Pnnclpal Director i d i
NPTI CO Faridabad




Deputy Secretary
<dsmpi01uppcl@gmail.com>

1 message
Mukesh Kumar Fri, Jan 7, 2022 at 2:01
<mukesh.npti@gov.in> PM

To: dsmpiO1uppcl@gmail.com
Cc: "Dr. Tripta Thakur" <dg.npti@gov.in>, "Dr. Manju Mam"
<manju.npti@gov.in>

Dear Sir,
Greetings from NPTI!

Please find below NPTI's account details:

C/A No 10724879119

National Power Training Institute , Faridabad
IFSC code - SBIN0O003245

SBI , Sarai Khwaja, Faridabad

GST Number: 06AACAN2698A1ZR

With Kind RegardsMukesh KumarDeputy
Director(T/F)/PRONational Power Training
Institute,FaridabadMinistry of Power,Govt.of
IndiaMob:9810704004



